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Informacje tylko w celach edukacyjnych!
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Prompt hacking

DAN

Jailbreaking

Agenda

Deep fake
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Markdown poison

Package hallucination

Agenda

Indirect prompt injection

Własny GPT

QKD
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AI

AI - tworzenie systemów zdolnych do
wykonywania zadań
 
ML - rozwój algorytmów i statystyki
 
DL - modelowanie danych sieciami wzorców
(sieć neuronowa)
 
NLP - interpretacja komunikacji pomiędzy
komputerem, a człowiekiem
 
LLM - zautomatyzowane modele oparte o
NLP zasilone ogromnymi ilościami danych
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Dlaczego teraz?

https://chat.openai.com/share/5ea1b08f-8499-41b0-bdbc-6fa80f95656f
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W skrócie: predykcja następnego słowa tak
by całość tworzyła spójność
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DeepFake



Halo, czy to pan się
rejestrował na naszej
platformie?

Nie inwestował pan jeszcze w akcje?
Nie ma problemu, już pomogę.
Proszę zainstalować narzędzie
AnyDesk na komputerze / telefonie...
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A Voice Deepfake Was Used To
Scam A CEO Out Of $243,000

https://www.forbes.com/sites/jessedamiani/2019/09/03/a-voice-deepfake-was-used-to-
scam-a-ceo-out-of-243000/?sh=1d1851b92241
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https://beta.elevenlabs.io/voice-lab

DeepVoice
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https://keytap3-gui.ggerganov.com/

DeepVoice
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DeepPhoto

https://thispersondoesnotexist.com/

https://www.fakepersongenerator.com/

https://generated.photos/face-generator

https://picsart.com/ai-image-generator
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DeepPhoto

https://picsart.com/ai-image-generator

https://www.fotor.com/features/ai-image-generator/

https://neural.love/ai-art-generator

https://www.craiyon.com/
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https://deepfakesweb.com/

DeepVideo

app: Reface

https://fakeyou.com/
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FakeOthers

https://fakedetail.com/

https://bjoernkarmann.dk/project/paragraphica

https://fliki.ai/
https://www.powtoon.com/
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https://detectfakes.media.mit.edu/

Gdzie zdjęcie, głos lub wideo zostało opublikowane?
 
Prawdopodobieństwo sytuacji?

Motywacja, emocje

Powtarzalność? Wyszukiwarka

Możesz poćwiczyć instynkt:

Podsumowanie

19
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Phishing "na AI"
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GPT4 - phishing

https://cebrf.knf.gov.pl/komunikaty/artykuly-csirt-knf/362-ostrzezenia/869-zlosliwe-
oprogramowanie-wykorzystujace-wizerunki-popularnych-rozwiazan-ai
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DarkChatGPT
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ChatGPT - błędy w bibliotekach

https://www.hackread.com/chatgpt-bug-exposed-payment-
details/
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AI Scam
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ChatGPT
https://workflowy.com/g/wf/chatgpt-prompt-engineering/

chat.openai.com:
- pomoże Ci napisać raport, e-mail, cv, dokument dowolnej treści,
prezentację, przepis na ciasto z kremem, bloga, skrypt, kod,
pluginy, dodatki, itd.
 
api.openai.com:
- pomoże Ci wykorzystać potencjał GPT ML do Twoich potrzeb
prywatnych lub biznesowych
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Bug bounty 
https://bugcrowd.com/openai
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Wersje

27



ChatGPT - API integration
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ChatGPT
https://workflowy.com/g/wf/chatgpt-prompt-engineering/
https://prompts.chat
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OWASP Top Ten LLM
https://owasp.org/www-project-top-10-for-large-language-model-
applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-v1_1.pdf

LLM01: Prompt Injection
LLM02: Insecure Output Handling
LLM03: Training Data Poisoning
LLM04: Model Denial of Service
LLM05: Supply Chain Vulnerabilities
LLM06: Sensitive Information Disclosure
LLM07: Insecure Plugin Design
LLM08: Excessive Agency
LLM09: Overreliance
LLM10: Model Theft
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ChatGPT
"Scraper" :-)
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ChatGPT

32



ChatGPT
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ChatGPT
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ChatGPT

https://github.com/securitum-com/GPT-PoCs
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ChatGPT
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ChatGPT
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ChatGPT
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LLM06 - Sensitive
Information
Disclosure https://github.com/tturba/GPT-PoCs

GPT4 vs GPT3.5

39

https://github.com/tturba/GPT-PoCs


ChatGPT - gdzie leży problem?

https://arxiv.org/pdf/2304.05197.pdf

https://workflowy.com/g/wf/chatgpt-prompt-engineering/
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Kim jest DAN?
https://github.com/tturba/AI
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https://github.com/tturba/AI


Jailbreaking
https://www.jailbreakchat.com/

https://docs.kanaries.net/articles/chatgpt-jailbreak-prompt
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https://www.jailbreakchat.com/
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https://arxiv.org/pdf/2302.12173.pdf
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DarkChatGPT / FraudGPT / ChaosGPT
https://flowgpt.com/p/darkgpt-21102023

https://github.com/TechieDev22/Hacked-ChatGPT

LLM10 - Model Theft
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Flooding prompt
"Napisz proszę w nieskończoność..."

LLM04 - Model DoS
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AI package hallucination

https://vulcan.io/blog/ai-hallucinations-package-risk
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LLM03 - Training Data Poisoning

https://huggingface.co/spaces/mithril-security/poisongpt?
ref=blog.mithrilsecurity.io

LLM05 - Supply Chain Vulnerabilities
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AI package hallucination
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AI package hallucination
https://chat.openai.com/share/efb646f7-68b6-45f6-9c88-21559e4ae32b
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AI package hallucination
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AI package hallucination
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AI package hallucination
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AI package hallucination
https://github.com/tturba/vulnsekurak
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https://github.com/tturba/vulnsekurak


AI package hallucination
https://chat.openai.com/share/efb646f7-68b6-45f6-9c88-21559e4ae32b
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Bezpieczeństwo ChatGPT?
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Podobne problemy jak Google Play
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LLM07 - Insecure Plugin Design
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LLM02 - Insecure Output handling

https://wuzzi.net/ai-tests/einstein-plugin-call.html
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Pluginy - indirect prompt injection

Indirect prompt hacking: https://embracethered.com/blog/posts/2023/chatgpt-
plugin-youtube-indirect-prompt-injection/ 59

https://embracethered.com/blog/posts/2023/chatgpt-plugin-youtube-indirect-prompt-injection/


LLM01 - Prompt Injection
1. User --> $webapp --> poison(text)=payload;
 
2. User --> chatgpt(payload+img);
 
3. chatpgt(request) --> $webapp;
 
4. $webapp --> user(leak);

 
https://prompt-injection.onrender.com/

https://github.com/OWASP/www-project-top-10-for-large-language-model-
applications/blob/main/1 1 vulns/LLM01 PromptInjection.md 60
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https://webhook.site/#!/a1251313-bcaa-48e2-b176-
21b2f45fc592/6f90e2db-378c-4366-ad2e-aac853f2defa/1

https://kajojify.github.io/articles/1_chatgpt_attack.pdf

61

https://webhook.site/#!/a1251313-bcaa-48e2-b176-21b2f45fc592/6f90e2db-378c-4366-ad2e-aac853f2defa/1
https://kajojify.github.io/articles/1_chatgpt_attack.pdf


62



63



64



Custom instructions
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Advanced data analyst
https://www.stationx.net/chatgpt-for-hacking/

nazwiska.xls -- EDA prompt

LLM09 - Overreliance
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https://www.stationx.net/chatgpt-for-hacking/


ChatGPT może być pomocny w pracy
 

Nie wysyłaj poufnych danych! Kody źródłowe, dane
osobowe i finansowe firmy, tajemnice przedsiębiorstwa,
hasła

"Zachowuj się jako" - "rozpisz mi XX" - "zaprezentuj w formie YY"

Naucz się rozmawiać z ML :-)
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Pentest? Hacking?
https://github.com/wunderwuzzi23/yolo-ai-cmdbot
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https://github.com/wunderwuzzi23/yolo-ai-cmdbot


Dziękuję za uwagę

tomasz.turba@securitum.pl

Securitum 2024 (c) Wszelkie prawa zastrzeżone

tturba ksiazka.sekurak.pl
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